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Welcome to Opsin’s first State of Agentic

Adoption Report. This is the beginning of

an annual benchmark, and we are starting

it at a critical inflection point.

ver the past two years, enterprises have
adopted generative Al as a new interaction layer for
the workforce. They are now moving through a second,
faster shift: giving that same workforce the tools to
build autonomous agents on top of it, often without the
provisioning discipline that took identity and access
management a decade to mature.

This report draws on Opsin’s North American enterprise
customer base across eight verticals: healthcare,
manufacturing, software and technology, financial
services, food and beverage, insurance, consumer
products, and sports. The analysis covers March 2025
through June 2024. The Opsin Labs team analyzed
what is running in production: agent creation rates,
provisioning patterns, excessive access, and the gap
between what an agent was built to do (agent intent),
how it behaves once live (agent behavior), and whether
that behavior aligns with it’s original purpose (behav-

joral baselining and drift).

Two years ago, the primary risk security teams saw

in enterprise Al was data oversharing: a Copilot or
ChatGPT query surfacing information the requester
was technically permitted to see but never should
have been served in that context. That risk has not
gone away, but it has evolved from people accessing
overshared data to over-provisioned agents accessing
overshared data autonomously. 60% of agents in
this dataset were provisioned with allow-all access
rather than least privilege, and nearly 25% of all tool
calls they made were classified as high risk, none of
which required human confirmation before actions

were executed.
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This year’s headline: Employees across the enterprise
are now agent builders, but with that comes an
expanding attack surface. In the environments Opsin
Labs studied, the enterprise employees building,
deploying, and engaging with agents are no longer
limited to developers. Sales, marketing, HR, finance,
and other departments account for more than 2/3

of agent builders in the enterprise. These employees
usually have no engineering background, no formal
provisioning guardrails, and in many cases, are
creating agents with too much access and auto-
nomy and too little security visibility. Governance

isn’t keeping pace.

Rising agent creation is not the only story. 35% of
agents built in these environments are now inactive

or orphaned while frequently retaining live credentials,
standing data access, or the ability to send data
externally. An agent nobody is using is not a closed
risk; it’s a dormant one.

Opsin Labs quantifies these patterns in detail and
closes with practical guidance for provisioning agents
safely, particularly for the non-technical teams leading
the agent-building charge. This working benchmark
for agentic risk, adoption, and governance is designed
to help enterprise security teams adopt best practices

in an ever-evolving agent landscape.



Key Findings

Security teams now have two
populations to monitor: 1 4 1 1 9 9 3 y
employees and the agents X (o
those employees are building.
Data based on Opsin Labs analysis of enterprise Growth in agent interactions Agents with excessive access Over-permissioned tools

customers between March 2025 and June 2026 Between January 2026 and June 2026, employee or no clear owner Of the misaligned tools connected to agents,
interactions with Al agents grew from an 93% were configured with “ALL_SERVER_

On average, Opsin identifies 119 agents per
OPERATIONS” meaning full, unscoped access

average of 1,100 per week to 16,000+. environment with overly broad data access or

missing ownership during the initial 24 hour risk to the connected system rather than a specific,

limited operation.

assessment. An agent with no assigned owner
and standing access to sensitive data is a risk
nobody is accountable for until something

goes wrong.

67% 59%

Non-technical agent builders Agents are orphaned Agent tools with human-in-

Two-thirds of all agents built across enterprise On average across enterprise customers, 1in 3 the-loop confirmation

environments come from teams with no engineer- agents built by the workforce go unused after Human confirmation requires a person to approve
ing background like GTM, customer success, and creation. Orphaned agents often retain live a tool’s action before it runs. Opsin Labs found that
operctlor.ms. Tf.\IS often Ieods.to over-permissioned credentials, standing data oc‘cess., or th? ability just 1in 200 tools across enterprise environments
agents with high risk potential. to send data externally, keeping risk active long

had this safeguard, even though many tools were

after anyone stopped using the agent. Expect already flagged as high or medium risk.
agent hygiene to become a security priority

through 2027.
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The complete findings from this year’s analysis
address the following topics:

() 2026 Agentic Adoption Trends
Sanctioned Al Sprawl

The Write / Access Problem

As Al adoption accelerates in 2026, the

attack surface is expanding just as fast Orphaned Agents & Al Hygiene

without the guardrails to contain it Unintentional Risk is Expanding
the Attack Surface

4 Common Attack Paths
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2026 Agentic
Adoption Trends

While security teams work to keep pace, employees
across the enterprise are building and interacting with
Al agents and granting them broad access faster
than governance programs can keep up. Opsin Labs
observed enterprise environments moving well past
pilot programs, with agent creation compounding
month over month since March 2026. That pace is
straining security teams already stretched thin,

with most agents rapidly gaining access to sensitive
data, permissions, and external access pathways.
The following section provides a look at adoption
velocity, risky permissions and data access, owner-
ship gaps, and the exposure building beneath the
surface as agent creation continues to accelerate.

1:1 Growth

Across the enterprise environments observed, one
agent has been created for every employee, either
live or in draft mode. Security programs built for
gradual technology rollouts in 2026 are now
facing production-scale Al adoption that arrived

in weeks, not years.

Agent interactions growing
rapidly in 2026

Enterprise workforce interactions with Al agents
increased 14-fold from January through June 2026.
The steepest acceleration came in the last two
months, with May and June alone accounting for
more interactions than the first four months
combined. As employees continue building and
adopting new agents, Opsin Labs anticipates

this exponential climb in interactions to continue.

Growth in Agent Interactions
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Building agents across departments

Non-technical teams represent the majority of those
building agents today. Without proper guardrails,
autonomous agents are gaining access and being
allowed to act without the oversight or visibility

to match.

Every organization’s

adoption curve
looks different, but
none are flat

Agents by Department  Non-technical departments @ Engineering / Product / Data

Customer Success / Support
Sales / Business Development
Product

Operations / Supply Chain
Executive Strategy

Marketing / Communications
Data / Analytics

Finance / Accounting

Security / Compliance / Legal
HR / People

Healthcare / Clinical

Research / Education

Engineering/IT I
] S —|
]

1,000 1,200

1,400




Sanctioned Al
Sprawl

Enterprises rarely settle on a single sanctioned Al
platform. Across the customer environments

Opsin Labs reviews, most organizations run multiple
sanctioned Al tools side by side to orchestrate data
connections (not general-purpose Al tools employees
may use informally). Examples include layering
Microsoft Copilot, Claude, and ChatGPT Enterprise

(among others) across different teams and workflows.

That overlap isn’t a governance failure by itself, but
it does mean security teams are monitoring more
than one platform’s access, data flows, and agent
behavior at once, often without a single unified
view across all of them.
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More than 50% of our customers
have 2 or more Al platforms
deployed across the business

While many companies are still anchored on a core
Al platform like Copilot or Claude, multi-tool
environments are quickly gaining traction.

1in 5 employees uses more than one
Al tool within a 15-day period

Security teams need visibility across platforms to
detect activity that spans multiple tools.
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The Write /Access
Problem

As agent adoption accelerates across platforms,
gaining clarity on what individual agents were
configured to do compared to what they were actually
built for is critical context for governance. Across
enterprise environments, Opsin Labs observed that

a majority of agents were over-provisioned from the
start and, once deployed, operated outside their
original intent.

60% misaligned with original intent

Share of agents whose configured high-risk actions
were judged to exceed their original intent.
(Assessed via LLM review of each agent’s configured
tools against its stated purpose.)

93% granted full access

Of the misaligned tools connected to agents, 93%
were granted “ALL_SERVER_OPERATIONS” meaning
full, unscoped access to the connected system
rather than a specific, limited operation. Full server
operations include write, update, and delete. An
agent (or an attacker steering it through injected
content) can modify or erase records, not just
expose them.
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Orphaned Agents
& Al Hygiene

An orphaned agent doesn’t lose its credentials when
nobody uses it anymore. It keeps its data access, its
ability to send information externally, and its place in
the permission structure exactly as it was on day one.
The tools an abandoned agent relied on can change
over time, altering its risk profile even if the agent
itself does not. What looked safe at creation can
quietly become dangerous months later, with nobody
watching. As agent creation accelerates across

the enterprise, that quiet risk isn’t shrinking. It’s com-
pounding, one orphaned agent at a time.

What is Al hygiene, and why now?

Al hygiene is the operational layer between Al security
and Al governance, governing what Al is actually in
use, by whom, with what data, and with what account-
ability, not what a policy document says should be

happening. It’s gaining urgency as agent sprawl grows:

staff are using unauthorized Al tools, agent credentials
are inadequately governed, and data is flowing into

Al systems without the controls that would apply to
any other data movement.
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Unintentional Risk is Expanding

the Attack Surface

Across the high-priority risk issues identified by Opsin
Labs, most enterprise risk originates in the gaps
between access, intent, and action. Excessive identity
permissions, over-provisioned data access, and

risky connected tools account for the vast majority,
while jailbreak and prompt-attack attempts make

up a smaller fraction. Workforce builders are moving
fast without the proper guardrails to keep attackers
out. The door is wide open. Native connectors ship
over-provisioned by default, and teams inherit that
footprint without realizing it until an agent’s reach
extends well beyond what anyone originally intended
it to have. This lets attackers and any authorized users
reach sensitive data no one meant for them to touch.

51% of excessive-access findings
trace back to a single connector:
Microsoft Dataverse (CRM/ERP)

Example: A case-enrichment onboarding agent, built
to guide setup and configure automation rules, was
connected to four separate Dataverse servers, each
with full server-operation access. Its task never
required more than reading and updating specific
case fields, but the connection gave it read, write, and
delete access across the entire CRM/ERP backend.

Top Tools — Excessive Access
Granted by Mistake

( ® ) Microsoft Dataverse

s
[0, | Outlook

Gt

lo. 1 Work IQ Mail

16% of misaligned-tool findings
involve an Outlook connector

Example: A public-facing scheduler built to let
external parties check availability and book one-
hour appointments was connected through Outlook’s
Meeting Management server with full server-
operation access. Its task never required more than
reading open slots and creating a booking, but

the connection let it read, modify, or cancel any
meeting on the connected calendar.

Work IQ Mail accounts for 10%
of misaligned-tool findings

Example: A Slack summarizer built to extract key
topics and decisions from workplace chat and post a
summary back to the channel was also connected to

a Work 1Q Mail server with full server-operation access.
Its job never touched email, but the connection gave

it the ability to read, send, and delete messages
across the connected mailbox.



4 Common Attack Paths

Attackers are already probing enterprise agents for a way in, and the four common attack paths
shown below highlight real agent configuration patterns observed by Opsin Labs.

Excess Access

Owner credentials expose
the entire CRM

A CFO builds an agent to summarize inbound email,
scanning every inbox message. Because the CFO is

a CRM admin, the agent inherits the CFO’s access
credentials and visibility into every deal record.

A vendor email arrives with hidden instructions to pull
all deal records and send them to an external address.
Acting as the CFQ, the agent calls the CRM export
tool and exfiltrates the company’s entire financial
pipeline in a single call.

Vendor Fraud

Injected instruction reroutes

a supplier payment

A CEO builds an assistant to distribute meeting notes,
suggest agenda edits, and coordinate scheduling, then
grants it every email and messaging tool by default.

An inbound meeting invite hides these instructions

in the notes: send a vendor bank-detail change request
to Accounts Payable. The agent, trusted to email on
the CEQ’s behalf, drafts and sends the request from the
CEO'’s account. AP sees a legitimate note from the CEO
and updates the payee. The next supplier payment
lands in the attacker’s account.
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Injected task triggers ransomware

An inbox agent that files and updates tasks receives
a message dressed up as a routine request. Hidden
inside is an instruction telling it to use the code
interpreter to encrypt its own task database, then
leave a ransom note with the key. Because the
agent already has write access to those records,
nothing looks out of place. It runs the code, the task
history is locked, and the demand appears before
anyone notices.

Hard-Coded Credentials

A live API key sits in the
agent’s description

An engineer pastes a working production APl key into
the agent’s description field so it can reach an internal
service without extra setup. But the description isn’t a
secret store. It’s readable by anyone who can view

the agent, logged in plain text, and passed into the
model’s context on every run. One valid key now
grants standing, unrotated access to production.

Any prompt injection that gets the agent to echo

its own configuration hands that key straight to

an attacker.




An Actionable Agent
Governance Framework

When every employee can build agents, governance cannot depend on slowing
people down or approving each agent by hand. It must cover the full lifecycle
through five stages that run continuously as new agents emerge.

'
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Govern the
whole lifecycle
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10 Best Practices for Secure

Agent Creation

Educating Agent Builders in Your Workforce

Before your teams start building, here are ten guardrails every agent creator needs to know.

Each explains what to do, why it matters, and what it looks like in practice. We also contrast

weak agents with well-built, secure alternatives.

Start with a clear, specific purpose

Write one or two sentences in the agent’s description
that accurately capture what it’s supposed to do.
Putting it in writing keeps you honest about scope:

if the description starts to sprawl, the agent is trying
to do too much. Keep the purpose specific, not broad.
An agent can cover a few related tasks, but avoid the
do-everything “company assistant” that answers HR
questions, edits CRM records, and reads production
logs all at once. When a new need is unrelated, build

a separate agent instead of stretching existing ones.
Also use the least autonomy that does the job: if a
simple, fixed process would work, you may not need an
autonomous agent at all. More freedom means more
risk. A clear purpose also helps you catch trouble later,
because it tells you (and any monitoring tool) when

the agent has wandered off the job.

! Weak: An agent named Dan’s Helper has no
description, blank instructions, and a tool that
creates and updates tickets. Nobody can tell what
it’s for, so nobody can determine whether its
access is appropriate.

v Well-built: “Helps our IT support team look up and
summarize open incident tickets and draft response
notes for review. It does not close or delete tickets.”
One sentence, and you already know the audience,
topic, actions, and a limit.
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Give the agent only what
its intent requires

Add only the dataq, tools, and reach the agent’s intent
calls for, meaning the purpose you defined in Practice
1. Don’t attach a tool just because it’s available or
might come in handy someday. Pick the least powerful
option that works: if reading solves the problem, don’t
grant write access; if drafting for review works, don’t
allow auto-send; if a summary answers the question,
don’t attach the raw records. And connect tools and
MCP servers only from sources you trust, because

each one becomes part of your agent’s supply chain.

! Weak: A meeting-summary assistant gets a

general web-request tool “in case it’s useful later.”

v Well-built: It’s connected only to a read-only
calendar tool and a transcript source. When it later
needs to email summaries, the builder adds drafting

(not silent sending) and notes the change.

20

Scope the audience narrowly

Make a deliberate choice about who the agent is for:
one person, a team, a department, or the whole com-
pany, and set sharing to match. A common mistake

is over-sharing inside the company. An agent shared
company-wide can be triggered by anyone and can
surface whatever sensitive data it can reach, so broad
internal sharing quietly turns into broad oversharing.
Share with the smallest group that genuinely needs

it. External-facing agents, the ones customers or the
public can reach, are less common but far riskier still:
treat them as their own class, and never let an internal
agent quietly become external through a share link

or embed.

! Weak: An HR onboarding assistant that reads
sensitive policy documents is shared company-wide
“so it’s easy to find.”

v Well-built: It’s shared with the People team and
the leaders who need it. A separate, lighter version
answers general questions for everyone without
touching sensitive material.

Keep data within the agent’s topic

Connect the agent to the smallest set of documents,

knowledge bases, and data sources its topic requires.

Data outside the topic isn’t a convenience. It’s expo-
sure waiting to surface the moment someone asks
the right question. Keep sensitive categories (P, PHI,
financial records, source code, credentials, legal
material) out unless they are core to the job. If one is
core, that’s the category you guard and review most
tightly. Be careful with broad connectors that expose
every file a user can already see instead of a data
set you chose. They inherit whatever is over-shared or
mislabeled in your files, so the agent can surface a
sensitive document nobody realized was reachable.
Prefer a narrow, curated data source.

! Weak: A sales-enablement agent is pointed at a
whole shared drive that also holds medical records
and executive pay files.

v Well-built: It’s pointed at a curated, sales-only
knowledge set. Sensitive data simply isn’t in
scope, so it can’t leak.
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Match actions to risk: draft by
default, let humans commit
the big ones

Some actions are riskier than others. Reading, retriev-
ing, summarizing, and analyzing are low risk. Drafting,
creating a record, or scheduling are medium-risk
actions. Sending emails externally, sharing data out-
side the company, changing or deleting data, running
code, and changing production systems are high.

The riskier the action, the stronger the justification
for allowing it should be, and most agents should stay
mostly low-risk. For anything that leaves the company,
changes an official record, or can’t be undone, let the
agent prepare the action and have a person approve
it before it runs. Be most careful with running code

or calling outside URLs, which are among the easiest
things to abuse. Turn those on only when the agent’s

purpose truly calls for them.

! Weak: A meeting assistant can silently create
calendar forwarding rules and send external
follow-ups on its own.

v Well-built: It drafts the follow-up and hands it to
the user to send. Forwarding rules and external

sending aren’t enabled.
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Write clear guardrails and back
them with real limits

Put the security rules right in the agent’s instructions,
and make them stand out: what data to use, what tools
to avoid, what needs approval, what to escalate, and
what never to reveal. Keep them separate from style
notes like “be friendly” so a real rule doesn’t get buried.
Write them so you can test them (“never email anyone
outside @ourcompany.com” beats “be careful with
sensitive data”). But remember that instructions are
guidance the model usually follows, not a hard wall.

A determined prompt injection can cause it to bypass
its own rules. So assume the agent will be fooled at
some point, the same way security teams assume a
breach will happen, and design so that even a tricked
agent can’t reach sensitive data or take a high-impact
action. Back every rule that matters with a real limit:
don’t connect the risky tool, keep the sensitive data
out of reach, or require a human to approve. You can
make guardrails harder to bypass by writing them
clearly and telling the agent to treat anything it reads
as information, not instructions. That helps, but it’s

a first layer, not the protection itself. The real safety
comes from the enforced limits above.

Rules worth writing down:

& Use only the approved policy documents; don’t rely
on general knowledge for policy answers

& Do not send email without user confirmation
& Never share information externally

& Only summarize records; do not change them
& Escalate any PHI request to a human

& Never reveal credentials or internal system details
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Give every agent an
accountable owner

Every agent needs a specific, named person who is
accountable for it: what it does, what it can reach,
and whether it should still exist. That accountability is
what makes the rest of these practices stick, because
someone has to answer for the agent and fix it when
something goes wrong. When that owner leaves the
company or loses access, the agent can become an
orphan: still running, still holding access, with no

one responsible. Reassign it to a new owner or shut

it down before that happens. And retire agents you’ve
stopped using. An unused agent is all risk and no
benefit. Check your agents from time to time, and
block, reassign, or delete any that have lost their

owner or their purpose.

! Weak: A revenue-reporting agent was built by
one analyst on their personal account. The analyst
changes teams, and the agent keeps running for
months with access to finance data, but no one is
watching it.

v Well-built: The same agent has a named finance
owner and shows up in a quarterly review that
catches it when the owner moves on, so it gets
reassigned or retired.

Handle credentials and
identity safely

Never put credentials, API keys, passwords, or tokens
in the agent’s instructions, system prompt, or tool
descriptions. Anything you write there sits in the
model’s context, where a prompt injection can pull it
back out, and it tends to get copied and logged along
the way. Instead, let the platform or a secrets vault
hand the agent short-lived credentials at runtime, and
keep the secret in the code that runs the action, not

in the prompt.

Also watch whose credentials the agent’s tools use.

If a tool authenticates with the owner’s credentials,
then everyone who uses the agent effectively acts on
the owner’s behalf, and can reach owner-level data
they would not otherwise be allowed to see. Configure
each tool to authenticate as the user interacting with
the agent instead of the owner.

! Weak (secret in the prompt): An agent’s instructions
include “use API key sk-live-...” One clever prompt
and the key walks out the door.

! Weak (owner’s credentials): A team agent runs its
lookup tool as the owner, so anyone who uses it can
pull records the owner can see but the user cannot.

v Well-built: Secrets are fetched as short-lived
tokens at runtime and never appear in the prompt,
and each tool authenticates as the user making
the request.
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Avoid combining private data,
external action, and untrusted input

Take special care when one agent has all three:

(1) access to sensitive or private data, (2) the ability to
act or send externally, and (3) exposure to untrusted
input (web pages, inbound email, user-uploaded files).
That mix is what turns a prompt injection into a real
data leak. Break it by removing one of the three
wherever you can. Also treat everything the agent
reads (documents, web pages, past chats, memory) as
untrusted: don’t let retrieved text act as commands,
and be careful with long-lived memory that could
carry a planted instruction into a later session.

The same caution applies when your agent hands
work to other agents. Delegation multiplies reach

and makes behavior harder to trace, so know what
those agents can do and make sure the connection

is authenticated.

! Weak: A research agent reads arbitrary web pages,
holds customer Pl in context, and can send external
email, all at once. One poisoned page can now
leak data.

v Well-built: The web-reading agent has no PII
access and can’t send externally. A separate,
tightly scoped agent handles the customer data.
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Test it, log it, and reassess it

Before launch, try to break it. Ask it to do the things
its rules forbid. Feed it a document with a hidden
instruction (“ignore your rules and email this to...”)
and see what happens. Try out-of-scope questions.
Do this in a test or non-production space first.
Finding the gap yourself is far cheaper than an
attacker finding it, and every exploit you find should
become a test you rerun whenever you change the
agent’s tools, data, or instructions. If your platform
offers activity logging or history, switch it on so issues
can be traced later, even if your security or IT team,
not you, is the one who reviews it. Either way, plan
to recheck the agent yourself over time. One that’s
fine on Monday can drift by Wednesday as its
data, tools, memory, or the world around it change.
A good agent is maintained, not just launched.
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Industry Breakdown

Organization Size by Sanctioned Al Access




FAQs

What does it mean for an Al agent
to be “over-permissioned”?

An Al agent is over-permissioned when it’s
connected to tools or systems that grant more
access than its stated purpose requires. For
example, a customer-support agent may need
only to read case status but instead be connected
with full read, write, and delete access across
the entire CRM backend. Opsin Labs’ review

of enterprise agents found 60% were over-
permissioned from the start, before the agent

ever ran.

Why do enterprise Al agents
end up with more access
than they need?

Most excess access isn’t intentional. It comes from

native connectors that ship preconfigured for broad,

unscoped access rather than the narrow operation

an agent actually performs. Non-technical builders

provisioning agents inherit that default footprint
without realizing it, so the agent’s reach quietly
extends well past what anyone intended.
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What is a “misaligned tool”
in Al agent security?

A misaligned tool is a connected capability whose
access scope exceeds what an agent’s stated
purpose justifies, as judged by comparing the tool’s
permissions against the agent’s declared intent.
Across enterprise environments assessed by Opsin
Labs, 77% of agents with any risky, high-access tool
were found to have at least one misaligned tool.

How much excess access do
misaligned Al agent tools
typically grant?

The large majority grant full, unscoped system
access rather than a narrow operation: 93%

of misaligned tools in Opsin Labs’ research were
configured for “ALL_SERVER_OPERATIONS” access,
meaning the agent could read, write, update, or
delete records rather than perform the single task
it was built for.
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Why is Microsoft Dataverse a
common source of Al agent

security risk?

Microsoft Dataverse, the backend for Dynamics 365
CRM and ERP data, accounts for 51% of all misaligned
tool findings in Opsin Labs’ research — more than

all other connectors combined. Agents built for
narrow tasks like reading case data or answering
questions are frequently connected via Dataverse
MCP servers with full server-operation access,

giving them read, write, and delete access across
the entire CRM/ERP environment.

Can written instructions alone
prevent an Al agent from misusing
its permissions?

No. Opsin Labs found agents whose instructions
explicitly restricted them to read-only use and
prohibited record changes, yet the underlying tool
connection still carried full server-operation access.
The restriction existed in the agent’s prompt but
was never enforced at the permission level.

Written guardrails describe intent, but they don’t
substitute for properly scoping the access granted
to the agent’s tools.
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